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1 Executive Summary 

This document is a Strategy Paper for Information and Communications Technology (ICT) in the Scottish Court Service (SCS).
Our previous ICT strategy was produced in 2001. During the period 2001 to 2005 there have been significant developments in ICT in the Scottish Court Service reflecting the availability of much improved communications and IT, new services that the Scottish Court Service now provide such as the Office of Public Guardian and the making of court administration and justice system more effective (High Court Reform, Coulsfield Review). 

The intent of the document is to provide a general idea of the goals and strategies without going into too much detail about the actual plans and timetables of individual projects.

The strategy will not be static and will evolve and develop as the needs of the business change and in line with developments in the Corporate Plan 
 and developments in technology.

Our current technology infrastructure is modern and designed to be responsive to change. The key technology components in hardware, software and communications are under regular review and update. A list of our current application systems is provided in Appendix B. All our staff and the judiciary have access to PCs as IT systems are now provide a critical component of their work. 
Our Corporate Plan outlines our aims and objectives over the period until 2008. The agency’s principal purpose is:

to help secure ready access to justice for the people of Scotland, delivering a high quality service to all who use the courts.
In this strategy paper we outline some of the key influencing factors affecting our ICT strategy. We have attempted to assess their impact based on latest intelligence but we recognise that is not always possible to plan far ahead and that new developments will occur which affect current plans. To that extent we need to remain flexible in our approach and will prioritise our efforts. 
We understand the need to continue ICT developments over the next three years. We will continue to invest in hardware to ensure that equipment operates at optimum service levels and that software applications are in place to manage the flow of business effectively and efficiently.  We plan to;
· Provide court users with wider access to information 

· Allow our customers to transact with us electronically wherever practicable

· Link operational information systems both within SCS and with our partners in the Justice System and wider government

· Use technology to help make the justice system more efficient 

· In the courtroom

· In backoffice administrative systems

· In the exchange of information between other agencies

· Maintain core information systems based on leading technologies and products 

· Maintain an efficient communications network 

· Maintain a secure and reliable set of systems

· Pursue sustainable development

We will increasingly develop the use of technology in the courtrooms to improve the efficiency and effectiveness of the judicial process using technology such as video conferencing, digital recording and electronic presentation of evidence.
The underlying infrastructure of telecommunications networks, databases, computers and other systems will be reviewed, upgraded, maintained and supported to continue a fast and reliable service. 

We will invest in the development and training of staff to provide a workforce capable of obtaining the best results from the technological investment.

The threats to security from both internal and external abuse will be monitored and appropriate measures will be enacted. Controls will be appropriate to the levels of confidentiality and potential risk to information and services maintained by the Scottish Court Service.

We will pursue measures to improve energy efficiency, recyclability and sustainability when looking at new and current systems.

2 Current Technology Infrastructure

Since the SCS was established as an Executive Agency in 1995, we have undergone extensive development in the area of Information and Communications Technologies and its application to court work. 

Amongst the positive developments over the last 10 years are:

· the interconnection of all courthouses with a high speed digital network

· the universal provision of e-mail and internet access to all staff and judges within all courthouses.

· the development of a web site which publishes guidance material and information as well as up to date information on court rolls and case judgements.

· the introduction of a case management system for civil business. 

· The introduction of  a case management system for the High Court first instance business

· The introduction of a case management system for the Court of Appeal.

· The establishment of a Public Guardians Office with full electronic case records

· The provision of in court equipment to allow presentation of electronic evidence.

· Internal on-line access to Commissary records 

· Internal systems for Staff Appraisal and Training Applications.

A comprehensive list of the current IT systems is shown at Appendix B.
3 Influencing factors

Our ICT strategy must be able to respond to changes that we are not currently able to predict. However our assessment of the likely influencing factors is as detailed below.
3.1 Social changes

We must take the changes in this area into account and the changing expectations of court users. PC ownership and use of the internet is constantly increasing and the public is becoming increasingly IT literate. For those who have neither the money nor the technical skills to set up their own internet access via home PC, alternatives such as digital TV and mobile phone technologies are likely to give access to similar services and so lead to changes in the way people wish to deal with organisations. This will also affect the way in which the public wishes to conduct business with the public sector.
3.2 Scottish Executive and UK Government Policy

3.2.1 E-Government: a strategic framework for public services delivery 

The initial target was that by 2005 all transactions with the public would be capable of being handled electronically. More recently, there has been acceptance that this should be done where there is an economic benefit or improvements in operational effectiveness and that for some services it is not feasible to reach that goal. In addition, although focused on services directly provided to the public, the initiative also leads to more connections between government partners as this has an overall benefit in reducing inefficiency and bureaucracy. 

3.2.2 Efficient Government Review

Targets have been set for the agency to meet both cash and time releasing efficiency savings over the period 2005 to 2008. Technological solutions are often required to deliver on the various projects that will deliver these efficiencies. 
3.2.3 Reviews of the Justice System 

There will continue to be reform to the criminal and justice systems over the course of this planning period. The Summary Justice Review that proposes that District Courts come under the management of SCS will be a key project over this period – an IT project has already been set up to address the technological issues of integration. 

3.2.4 Legislation

With the establishment of the Scottish Parliament more Scottish legislation is being enacted with an increased demand for policies to be implemented quickly. 

A great deal of legislation and court rules overlay our current practices. It takes time to identify, discuss and negotiate the appropriate changes. We are committed to working constructively with the Justice Department and others in this area. 

The introduction of technological processes may at times require legislative changes to allow them to be enacted, such as was the case for the use of live video links from prisons to courts for full committal hearings. However at a lower level there are often Court Rules which need to be adjusted to accommodate some technological processes. To this end there will be regular consultation with the judiciary and the Rules Councils on what may need to be addressed in court rules.

3.3 Judiciary

We will need to ensure that we are able to respond to ICT requirements of the judiciary and consult with them when we are developing new systems or looking at new technological solutions for court rooms. 
3.4 Technology Developments  

The arrival of new and faster technologies has a major influence on the content of any ICT strategy. For example, 12 years ago the World Wide Web did not exist and the Internet was used chiefly by scientific and academic institutions. Now web technology is a significant part of any large organisation’s ICT strategy. Mobile phone technology has mushroomed and the use of SMS texting is now seen as a major communication channel for the general public.

The adoption of “winners” or leading suppliers of technology is a useful policy. It is essential to constantly upgrade hardware and software to keep the IT infrastructure abreast of developments.

3.5 Financial resources

Financial resources are always limited and therefore we must ensure that we prioritise on the basis of the maximum benefits to the Agency and the customers it serves. We will, however, need to have a good plan of what we would like to do in the future in order that we can make best use of any additional resources that might become available over and above the amounts allocated through the usual budget process.  

3.6 Guidelines & standards

The e-Government Unit of the Cabinet Office
, periodically issue advice and guidance on fairly specific IT matters. Current initiatives include the Government Inter-connectivity Framework (eGIF) and prepared guidelines and standards for web site design. SCS will always take careful consideration of any government sponsored guidelines.

3.7 Security Provisions

While much of the positive aspects of IT focus on sharing of information and widening access, increasing risks from inappropriate access or use of data and systems are arising. The complex nature of current systems and the intricate nature of the threats means that increased resources need to be put into this area and increased staff training and awareness of potential threats are likely to be necessary. 
4 What is Planned
4.1 Improving the justice system through technology
4.1.1 ISCJIS - (Integration of Scottish Criminal Justice Information Systems). 
Our continued involvement with ISCJIS will be one of our key objectives.
This project is dedicated to joining up the information flow between Criminal Justice Organisations and is overseen by a steering group set up by the Justice Department. We will maintain our membership of the various groups that have been set up. We will be working with other partners in the criminal justice system to ensure that all our ICT strategies are based on a mutual understanding and whenever practicable are compatible. 

The project has now achieved a full electronic exchange of information between Police, Crown Office, the Courts and the Scottish Criminal Records Office (SCRO). This has been a substantial and difficult achievement which has no other national equivalent in the UK or, as far as we are aware, in the world. It shows the benefits that can be achieved through such co-operative efforts. 

Other links have been made with:

· DVLA - to pass Road Traffic Act disposals and to obtain driver licence enquiries.

· Social Services – to request and receive Social Enquiry Reports

· Scottish Prison Service - notification of court disposals and intimation back to SCS of changes in prisoner status

· Real-time bail detail update

· Crown Office - transfer of Indictment documents to High Court.

Future developments to be pursued by ISCJIS include :
· The adoption of digital standards for productions

· The provision of a central criminal justice data warehouse 

4.1.2 COP – Criminal Case Management

This is the key operational system of the criminal courts. It has been in existence for approximately 10 years and is an accepted, indispensable part of court operations. 

The system is currently in the process of being redeveloped, taking advantage of current modern software products and techniques. The updated system (COPII) will be developed using Oracle databases with a browser-based front-end. It will also consolidate all current cases into a single database which will provide improved operational facilities such as instant transfer of cases between courts and the ability to provide a consolidated view of individual fines information, allowing payment to be made from any location. 

The updated COPII system will be rolled out to courts during 2006. Following that we will continue to enhance the system and in particular take into account any requirements following on from implementation of the Summary Justice Review. In particular we will look at any additional functionality that might be required to improve the fines enforcement process – this review currently underway.
4.1.3 Electronic presentation of evidence

A number of courts are supplied with audiovisual systems to display evidence. These courts vary in configuration but in their fullest implementation will contain screens for all principal participants, screens for the public and provision for the display of material from audio, video, document cameras and PC. As the presentation of evidence in court increasingly requires electronic and other technical facilities we will increase the number of these “technology” courts to meet demand. By mid 2005 all high court venues will have at least one such technology court.  A list of the facilities
 and advice to court users has been established and has been posted to the web site early in 2005.

4.1.4 Video links 

We now have video link facilities in all our high court venues and major sheriff courts for vulnerable witnesses and those who have difficulty in physically attending court. We will work with Victim and Vulnerable Witness working groups to provide the best possible facilities to meet the demands of emerging initiatives and legislation.

We will provide reciprocal video conferencing links with courts in the EU member states to meet the requirements of EU Directive 1026/2001. 
There will be a review of the current pilot links between four of our Sheriff Courts and Barlinnie Prison. The current system removes the need to transfer prisoners from prison to court for certain formal appearances.
4.1.5 Digital recording of proceedings

We will investigate the available technologies to make recording of evidence more efficient. Where the case requires it, real-time digital audio recording will be made available. Facilities to allow the ability of court users to annotate court recordings will be considered.

Technology which allows for the cost-effective production of real-time transcription will be monitored to see if can be effectively implemented in courtrooms when required.

4.1.6 CMS – Civil Case Management

The Court of Session and all sheriff courts use this system. It provides an electronic case management system, generates court documents, records fees payable and allows management and statistical reporting to be more efficiently produced. It also improves the service staff can provide to the public by making the response to enquiries more efficient. 

We will continue to develop this system to enhance the operational efficiencies of the courts. We will be looking to improve the feeing process by reducing the need for double input of data to the feeing system. 
4.2 Developing our services and improving our efficiency
4.2.1 Allow our customers to transact with us electronically

Due to the nature of court process and because of some legislative issues, some parts of the court process may be difficult to provide electronically. However we will look to enable the following:

4.2.1.1 Electronic submission of court forms

We will discuss with the Justice Department, the Lord President and the Sheriff Courts Rules Council such changes in procedures as may be required to allow the acceptance of electronic signature of forms and subsequent submission to court. We will continue to strive to make it possible for all documentation to be submitted and stored electronically on the case management systems, with the ultimate goal being the availability of a full electronic process.

4.2.1.2 Online Submission of Small Claims/Summary Cause actions 

We will develop a system which will allow the on-line submission of Small Claim and Summary Cause applications via the web by the end of 2006.

For those customers who make multiple court applications (utilities, local authorities) we will aim to provide for them a system which will allow them to send this information by batch transfer. This will avoid the need for this information to be re-input in the Court Management System (CMS).

4.2.1.3 Electronic intimations and advice to the public.

Where we can intimate the outcome of cases without having to produce a paper document, we will do so electronically. We will make use of these systems to provide information to the public.

4.2.1.4 Flexibility of means of payment of fees & fines

Courts currently allow for the payment of fees and fines by debit card at court, while solicitors can apply for credit account facilities for the processing of business. We will develop the Criminal Case Management System (COPII) to allow for fines status enquiries and payments to be made from any court location within Scotland.

4.2.2 Services for the Judiciary

4.2.2.1 Remote access to the network

Increasingly, there is a need for access away from the office. Most of the laptops provided to the judiciary are set up to allow access to the network when they are not at any of our premises. We will be investigating ways to make this access faster and more reliable, using both dial up telephone links and internet services such as ADSL (broadband). Access via the Web is planned to be introduced in 2005.

4.2.2.2 Central informational services 

Greater access will be provided centrally via the WAN (Wide Area Network), to sources of information either on the WAN or on the Internet. Current examples of central data sources include Westlaw, Statute Law Database, LINETS, Scots Law etc. 

4.2.3 Providing better information at Court
For all our busier courts, we will install electronic screens giving information on when and where cases are calling in court. 

4.2.4 Web site

Our web site (www.scotcourts.gov.uk) is a key information point where our users are able to find information about the organisation.  Online aspects of specific court business specific court business currently include: rolls of court, judgements, rules, guidance and forms. 
We will continue to develop and enhance the access and information services provided. We will aim for those actions that may be pursued by party defenders such as small claims or administrative applications to be made via the web. Documents would only need to be submitted to court if the case is contested. We will aim to allow greater use of the web to lodge documents during the process of cases and will work with Rules and Legislation changes to allow for this.
4.2.5 Remote access for support agencies

Victims Information and Advice (VIA) and Social Services Departments will be provided with secured remote access to information from our case management systems. This will allow them to have immediate access to current details of cases as they are updated on the system, without the need to call court staff. Access to these services will be provided via the internet through a web interface to simplify operation and training.  We will consider requests to extend this service to other appropriate agencies, subject to the requirements of security and Data Protection.
4.2.6 Management Information Systems

We will continue to develop systems to provide effective monitoring of the agency’s business via computerised reporting systems. 

SCS will participate in the ISCJIS sponsored Justice System Data Warehouse project to pool operational information into a single data repository. It is planned that such a repository will be able to provide end-to-end, cross-agency statistics on crime.

4.2.7 Linking with other Government agencies

We will build on the current extensive electronic exchange of information for criminal cases between ISCJIS partners to extend the scope of information exchanged electronically. Where data and information is exchanged, we will agree a suitable level of electronic access and/or exchange. We will also look to link our systems with other agencies even where the benefits may accrue to that agency rather than to ourselves so long as there is an overall benefit to the public or an overall saving or efficiency for government.

We will be liaising with Scottish Records Office, National Archives of Scotland, General Records Office, Keeper of Inhibitions and local authorities to establish whether any new links to these partners would be beneficial. We will work with the Crown Office / Procurator Fiscals to extend the current electronic links to the exchange of Indictments and Warrants.  
4.2.8 Linking with external agents, suppliers and contractors

We will be looking to establish closer links with suppliers to improve the efficiency of operation. Subject to suitable security provisions, remote diagnostic access by software and hardware suppliers will be established to enable faster resolution of problems. 

4.2.9 Using leading technologies and products 

4.2.9.1 Oracle

Oracle is currently the world leading relational database and all major future systems are likely to continue to use this product. Our major case management systems will continue to use Oracle databases. We will periodically update current applications with the newest versions of Oracle at an appropriate time after they are released.

4.2.9.2 Microsoft SQL Server

This product has a long and stable product path and it has a huge installed userbase throughout the world. A number of Court application already utilise Microsoft SQL Server. Where appropriate, systems requiring a database may be hosted on this Microsoft product. 

4.2.9.3 Sun Unix

Sun is currently the largest supplier of Unix systems. We have reduced the number of our servers with centralised, powerful, resilient systems based in Edinburgh, Glasgow and Dundee. We will continue to host our major case management systems on Sun servers. Operating systems’ software will be updated to keep abreast of current release versions.

4.2.9.4 Microsoft Windows 2000 /Windows XP

Windows 2000 is the current preferred operating system for both servers and PC clients. We will continue to upgrade versions of the operating systems at intervals that are appropriate to ensure support for these are continued.

4.2.9.5 Microsoft Office

We will continue to utilise Microsoft Office products on desktops. New versions will be adopted some time after the initial release; by which time the worst “bugs” will have been found and eliminated. 

4.2.9.6 Desktop Technology

The hardware and software of the desktop will continue to be monitored. We will continue to adopt more ergonomic mice, keyboards, screens etc. Where possible, small physical size units will be procured. Environmental factors such as the power usage and recyclability of systems will be taken into account in purchasing. 

To maintain the infrastructure of software and hardware we plan to replace hardware on a 4 year rotating cycle. A policy of one PC per staff member is now in place and so total numbers of units are unlikely to increase significantly in coming years.

4.2.9.7 Adoption of wireless technologies

Where appropriate, wireless technologies will be implemented to enhance flexibility and mobility. Use of such systems will require particular attention to the increased security risks they present. 

4.2.9.8 Adoption of web technologies

The de-facto standard for all new systems takes into account the technologies of the Internet and the Web. This is especially true for systems that are public facing and used by a variety of users. These systems must always consider browser-based application front-ends. 

Since all new systems are likely to have at least some part of their operation public facing, they will be developed with this technology in mind. Relational databases, open technologies and design and de-facto industry standards will all be adopted.

XML, the newly developing standard of data definition and exchange, will be closely monitored. It will be needed for web-based information exchange with the public. It will progressively replace EDI (Electronic Data Interchange) and other data exchange standards that have been agreed with our ISCJIS partners. We will adopt XML where it is appropriate to do so, but we will not replace already established data exchange systems unless there is an operational or financial benefit.

4.2.9.9 Voice over IP

We will look at the revision of current telephone and voice services to take advantage of Voice over IP (VOIP) technologies where this provides efficiencies of operation or cost efficiencies.
4.2.10  Control Services

Building control and other services will be incorporated into the network where possible, so that they can be more readily managed centrally, thereby improving operational efficiency. 

4.2.11  Finance system

We will continue to use the Scottish Executive finance system. The Scottish Executive maintains the system. Those courts and units responsible for administering the payment of supplier invoices will have on-line access to the system. 

We will be reviewing the Accounts Receivable systems currently in use. We aim to interface the accounts receivable function with CMS, Accountant of Court system and Office of Public Guardian system to avoid the need for manual data entry, thus reducing time delays and data input errors. 

We will also look at an interface with the payroll system. 

4.3 Maintain an efficient communications network

IT systems are now dependant on the communications network to obtain the benefits of consolidated and widely accessible information. As a result, the network is an important asset and it is a highly rated risk for the organisation. We are committed to maintaining the robust and effective network that serves the operational needs of the courts.

4.3.1 Bandwidth

It is vital that an appropriate bandwidth is supplied to ensure a fast, reliable network. The greatest risk to communications is not complete failure; although technical breakdowns are occasionally experienced, they are not common. The absorption of the bandwidth of the network, through increased usage, causes all applications to run slower – at the extreme they become unusable. There are a number of different consumers of bandwidth.

4.3.1.1 Data

Data tends to be the most important but perversely is usually the least demanding in terms of bandwidth. Modern relational database systems only push small amounts of data between client and server.

4.3.1.2 E-mail

E-mail is an increasingly utilised service but generally absorbs only a modest amount of bandwidth. 

4.3.1.3 Video

Video is a very large consumer of bandwidth and since it is likely to be used more widely in the future we may need to increase network bandwidth to cope. Usage will be monitored to ensure that requirements are met.

4.3.1.4 Voice

Voice and Data integrated networks have been widely discussed in recent years. There are limited technical benefits to doing this other than the “all-in-one” billing and control from a single supplier. Benefits quoted are typically in terms of cost-savings. Again the consumption of bandwidth by such a proposal would have to be measured before proceeding.

4.3.1.5 Control Systems

Building control and monitoring systems will increasingly adopt IP network protocols for management and control. These are likely to increasingly utilise the current network. Bandwidth usage from these is small, apart from network CCTV monitoring which would be very demanding.

4.3.2 Government Secure Intranet (GSI)/Criminal Justice Extranet (CJX)

The UK Government has placed great importance on the public sector’s adoption of common networks. 

GSI is perhaps the best known and it links central government departments for data, secure e-mail and secure internet access. The Criminal Justice Organisations utilise a similar network which is interlinked with GSI for secure e-mail and other systems. Use of this network is currently obtained via a framework contract with Cable & Wireless and a security appraisal is carried out before joining. We are users of the CJX network but can access the GSI to allow secure intercommunications to other non-criminal justice bodies.

Cable & Wireless currently hold the framework contract for the CJX network. We will continue to subscribe to this for core interconnections with ISCJIS partners. However we will continue to assess other options to ensure that the best value for money is obtained with these contracts for interconnectivity between internal SCS court locations. 

4.4 Investing in our people
4.4.1 Training 

We must ensure that staff are properly trained if we are to make the best use of increasingly IT-centric operational systems. The recently developed computerised training and booking system (TIBs) assist in this process. Together with the staff appraisal (IPR) system we have processes in place to ensure that our staff are properly developed. 

We will ensure that IT staff are trained in new technologies to ensure that they can support our users.
4.4.2 Roll out of major new systems

Training will be an integral part of the roll-out of a major new system.. Generic technical training will be delivered by organisations best able to deliver, which may include commercial training companies.

4.4.3 On-line training

Where appropriate SCS will provide on-line training and e-learning facilities, both for IT-related training and other work-related training.   

4.4.4 User training for Sheriff Courts Civil (CMS)

Training is currently delivered on site by staff from the CMS helpdesk. However, availability cannot satisfy the demand and so a training database will be offered to court staff to allow training to be provided over the network and to any PC. This also allows court staff to “self teach” by practising on the system without the risk of damaging live data. It is also intended that Area Trainers will take on these training responsibilities. 
4.4.5 User training for Court of Session Civil (CMS)

Training is currently delivered by  the Supreme Courts’ training officer. 

4.4.6 User training for High Court and Appeal Court (CMS) 

Training in the operation of the High Court and Appeal Courts will be undertaken by Supreme Court staff specifically appointed to carry out this role.

4.4.7 User Training for Sheriff Court Criminal (COPII)

A training facility is proposed for COPII whereby training databases can be set up and utilised by staff in their courts. As part of the roll-out of the newly-developed system a team of specifically trained staff will bring training to regional training centres to ensure that staff are well prepared to operate the system. 

A review will be undertaken to assess the best approach to providing on-going training for the system after the implementation. 

4.4.8 Intranet

The intranet will be enhanced so that staff can access information more easily. Each of the headquarters’ units will have their own section but we will also encourage operational areas to share common information in this way. The intranet will progressively replace the Public Folders as the central source of such information.
The information to be made available will include:

· Policies

· Guidance

· Forms – including overtime and travel & subsistence claims (we aim to link these with the payroll system and Individual Performance Review material).

· Newsletters

· Frequently asked questions

· On-line training material, videos and computer aided training

4.4.9 Staff Systems

We will assist in the adoption of a single corporate flexi-time recording system throughout the agency. Operational benefits in time-recording, payroll, holiday and other processing is expected to be achievable with a common system.  The system will have browser-based staff access to make the access and update of personnel information more efficient.

Integrated into such a system will be a security door access system for those larger courts which justify card access.

Other staff systems available on the network will continue to be developed and enhanced. Current examples of this include the On-line training and course booking systems and staff appraisal systems.

4.5  Security

Security of information and services is an increasingly important issue for ICT services. The need to secure the confidentiality of information has to be balanced against the stated intention to increase access to information for court users by on-line access, electronic transactions and greater openness under the Freedom of Information Act.
As part of the ISCJIS community, SCS subscribe to a baseline security document outlining minimum standards to participate in the community network. In addition to this generalised agreement, SCS have developed a more detailed SCS IT Security Policy and Systems Security Policies for the major systems.
4.5.1 Confidentiality of Information

Much of the material held by SCS is public record. Court matters are generally played out in open court and so the vast majority of material recording this is not restricted in any way. Under certain rules and legislation (such as the Rehabilitation of Offenders Act) material which has been public record or in the public domain can be deemed to be unsuitable for publication or passing on to others and rules and guidance are in place to enforce this. Where appropriate ICT systems will assist in the enforcement of these rules.
4.5.2 Security of access

The IT Security Policy sets out standards to ensure the Security of Access to information and systems is appropriately maintained. All systems are protected by at least the minimum of a standard user id and password logon. Higher risk systems such as remote access are protected by a third level of token access.

SCS will monitor options for access and will review the options available for biometric authentication as a further option to maintain security.

All external access to the network and systems are passed through appropriate firewall controls and no individual dial-up user access is permitted other than through the approved central service.
4.5.3 Protection from attack

Appropriate external defences will be maintained and tested periodically. External expert consulting services will be utilised to continually monitor and maintain these defences.

Multi-level defences against viruses, spyware, worms, spam and other attack mechanisms will be maintained and reviewed regularly.
4.5.4 Business Continuity
Current disaster recovery and business continuity provisions for major systems will be maintained and enhanced. Current provisions allow for all major computer systems and network links to be re-established within a 48 hour timescale.
4.6  Pursue Sustainable Development
In line with the principles of sustainable development being prepared by the Scottish Executive we will be looking to improve the utilisation of resources and the minimisation of wastage in a number of areas.
4.6.1 Reduction of paper usage
As letters and memorandum can now be filed electronically and e-mailed, there is no need to hold many of them in paper form and we will be encouraging staff to make increasing use of this facility. The principal intention is to store outgoing correspondence. Consideration will be given to storing incoming correspondence only where this is operationally justified. 

4.6.2 Electronic Document Records Management Systems – EDRMS

Where appropriate specialist systems for indexing, storing and searching documents will be investigated and installed.  Normal directory storage and searching facilities are already available via networked “S:” and “T: “ drives, as well as Public Folders.  Staff will continue to be advised on investigating the options for using these basic facilities before advancing to more sophisticated systems. The provision of such systems will allow a further reduction of paper storage and usage.
4.6.3 Storage of Historic records

Much of the court’s civil and criminal business is now recorded electronically, with only the principal copy of the court document (for example interlocutor) stored in paper form. The recently designed Office of Public Guardian system has taken full advantage of scanning technology and only the principal document needs to be stored in hard copy.

Increasingly, storage of historic paper records is placing a strain on court accommodation. For records that are searched regularly, we will look at the feasibility of converting the data to e-files either as data or by scanning.

We will work with National Archives Office to minimise the amount of paper required to be retained in court process, thereby reducing storage costs and simplifying searching of archived records

4.6.4 Reduced resource wastage and equipment recyclability

We will continue to look at procuring and configuring equipment to have the least environmental impact in terms of factors such as energy consumption, heat dissipation, recyclability and reduced toxic waste on disposal.
5 IMPLEMENTATION
5.1 IT Support Structure
The strategy will be implemented largely through the business plans of our internal IT team. That team is based in SCS headquarters’ building in Edinburgh. The following sets out the structure of that team.
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Currently we outsource a number of services in support and related areas. These include:

· PC and Server Hardware Maintenance

· Network provision and Management

· Web Hosting

· Software Development 

We will continue to monitor services provided and will look to outsource where this would lead to better service provision or cost efficiencies. We will also benchmark our current service against those provided by other public service bodies and investigate the potential to share similar services.  
The following services are provided to our staff and the Judiciary:

· Systems support helpdesk

· COP and CMS applications helpdesk

· System implementation and technical support

· Web design and development

· Implementation and Support for technology projects that provide electronic services to court users.

Technical and consultative advice is also provided to the Scottish Executive Justice Department Courts Group whose staff are located within the SCS headquarter building. 

Key performance indicators of service levels will be published on the intranet or web and staffing levels within the unit will be regularly reviewed to ensure that a suitably responsive service is maintained.  Current performance figures are provided in Appendix A.
We will continue to take undergraduate IT students who undertake their year’s work placements and will ensure that they gain relevant experience.

5.1.1 Court Application Support
There are two principal court applications; COP (Sheriff Court Criminal Case Management) and CMS (Civil Case Management and High Court Case Management) The two separate help-desks for these applications will be merged once the new version of COP is implemented.  Between them these desks help to resolve operational and technical problems with court-related application software.
Individual user groups meet regularly to exchange ideas and input to the ongoing development and operation of these court applications.

5.1.2 Systems support helpdesk

This team deals with PC hardware and software, e-mail, servers and network problems. The helpdesk analyses these problems by location and type of query and this information is available to managers so that they may be able to identify particular training needs for their staff. We currently contract out the hardware support although we have a member of the contractor’s staff permanently assigned to us.

We utilise software that allows us to remotely control PCs. We can “clone” onto a PC of a user with a support problem, see precisely what the user sees and enter keystrokes as if we were sitting at the user’s keyboard. We are able to quickly resolve most operational problems and have reduced the need for many site visits. 

We are also utilising a range of software products which allow us to update and install software over the network to further reduce the manual intervention required at machines.

5.1.3 System implementation and technical support

The systems implementation team currently fulfil a number of tasks.
5.1.3.1 ICT procurement 

Most of the agency’s ICT is procured by this team although occasionally some units investigate technological solutions independently. It is important that the IT unit is consulted on these to ensure that consideration has been given to the ICT infrastructure. It is therefore our aim for all business areas to have an IT contact/coordinator who can meet regularly with the IT unit. This team also has responsibility for the procurement on behalf of the Electronic Service Delivery Unit (ESDU).

5.1.3.2 Review of new technologies

We will review the trade press and supplier literature for systems and then test them within our headquarters building. Although such investigations can be time-consuming, this is a proactive way of ensuring that the organisation identifies possible new technological options. It also avoids making costly purchases of large quantities of equipment that fail to fulfil our requirements. 

Where the scale of project is too large, or the subject matter is too technically complex, we will rely on consultative advice. This may be either from a contracted consultant or specialist in the area, analysis of supplier advice or special interest groups such as the e-government unit of the Cabinet Office or ISCJIS. Again regular contact and co-operative project work will continue to be undertaken with ESDU, particularly for courtroom technologies. 

5.1.3.3   Court Operational input

It is important that the IT unit has input from users of systems. Many of the unit’s staff have court operational backgrounds, although many of them have been in the unit for a long enough period of time for this knowledge to become less up to date. Where possible we will continue to bring experienced court staff into the IT Unit to fill vacancies.

The IS User Group is made up of representatives from each Sheriffdom as well as the Supreme Courts. It meets approximately 4-5 times per year to exchange information and make requests about IT in general (PCs, networks, training, etc). The members act as conduits by raising questions with the IT unit and passing on information within their Sheriffdom.   We will continue to depend on this group to help influence and steer the implementation of this strategy. 

The CMS User Group and COP User Group are similarly composed groups which discuss the requirements, enhancements and operational protocols which should be developed for the efficient operation of the Civil and Criminal case management systems.  The COP User Group was closely involved in the definition of the specifications of the current re-development of the system. These groups will continue to meet 4-5 times per year with the facilitation of FITU.

5.1.4 Web Development

Increasing use is being made of the web site and intranet site. Development will continue to be provided in-house to ensure the best possible response times for ongoing changes to the sites. We will monitor resources required in this area to meet increasing demands
We will investigate techniques to allow greater devolvement of content management to staff. Software and services to allow staff to update sections of the intranet and website will be investigated and implemented.  
5.1.5 Electronic Service Delivery Unit (ESDU)

The Electronic Service Delivery Unit is a small team who were initially formed in response to meeting the government target of having all services to the public being electronically available by 2005. 

The group continues to look at innovative technologies and systems to meet these ends. Their key responsibilities have developed in the areas of in-court technology and video-conferencing.  The Unit will continue to develop the application of these technologies and will continue in their advisory, training and support roles to staff and public users of these in court.

An assessment of the most appropriate resources to support this growing area will be undertaken in 2005-06.

5.2 Operational Staff in Projects
We will continue to involve operational staff at all levels in IT projects to ensure that a suitable view of the operational needs is provided at all times. We will appoint an operational director as project sponsor when embarking on large IT projects. This ensures that we get additional operational input to the design of the system but also helps in promoting the use of the system across the service.

Where possible we will have operational staff seconded to the IT Unit full time for the duration of important projects.

5.3 Development of Business/Systems Analysis Skills

We will investigate the options for the provision of improved Business and Systems Analysis skills. These are particularly relevant to the design and development of new business processes as well as new IT systems. Current work in quality improvement projects within SCS has highlighted the benefits to be obtained from clear and thorough analysis of systems.  FITU will consider developing staff in these skills, either from the current IT staff or from the pool of operational staff or recruiting externally. 
5.4 Project Groups

SCS has adopted the guiding principals of PRINCE2 and utilises structured project techniques for all major projects. Many initiatives involve some degree of IT and so a representative from the IT Unit will be seconded onto these groups where appropriate. 
6 CONCLUSION 

The Scottish Court Service has invested in a technologically sound and modern infrastructure over the last 10 years. The combination of underlying hardware, software and telecommunications systems are capable of supporting most current demanding technological applications. SCS staff have developed a good range of technology competencies and computer skills that make the adoption of new systems much easier in the future.

We are in a good position to continue to develop even more effective and efficient business processes using these systems.

We will use this strategy to guide our future direction. It is, however, open to review and should not be regarded as a fixed agenda. New initiatives and imperatives may be adopted which are not listed here. External changes in circumstance may dictate a change of direction in some matters. All such changes will be considered in the framework of the goals we have set out and judged accordingly.

7 APPENDIX A – Support Call Statistics
SUPPORT TEAM PERFORMANCE FIGURES.

PC Heldesk : Total Calls  = 3,279  *Calls logged with during period 01/01/2004 -31/12/2004 
*Analysis of figure by response time and other performance criteria not possible due 
to changes in call logging systems. Newly installed systems will allow better analysis 
of calls. Current target is to resolve to 80% of calls within 1 hour.  
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COP Helpdesk:  Calls logged with during period 01/01/2004 -31/12/2004
	[image: image3.emf]0

2,000

4,000

6,000

8,000

COP Helpdesk Response Times

No. of Calls

6,354 67 11 24 30

% of Calls

97.96 1.03 0.17 0.37 0.46

Up to 

1 

1-4 

Hour

4hrs -

1 day

1-4 

days

>4 

days




SYSTEM UPTIME:  Record of system availability during working hours (8:30am  – 5:00pm  Mon-Fri) for the first 6 months of 2005.
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8 APPENDIX B – Systems Register
The attached list details most of the principal systems utilised by the Scottish Court Service. It is not a definitive list detailing every system.

1. Systems managed by IT Unit 
	System
	Users
	Functions
	Further developments

	COP (Criminal Case Management System)


	Sheriff Court
	Court Documents, Fine Collection, Link to Procurator Fiscal, Scottish Criminal Records Office and DVLA.
	· Complete redevelopment of COPII

	CMS (Civil Case Management System)
	 Court of Session
	Case Tracking, Fees, Caveats, Court Documents
	· e-diary

· Electronic Inventory of Process

· Integration to SEAS financials

	
	High Court
	Case Tracking, Appeals, Sifts, First Instance, Court Documents, electronic data transfer to and from Crown Office, SCRO and SPS
	

	
	Sheriff Court
	Case Tracking, Fees, Caveats, Court Documents (Ordinary Actions, Family Actions, Summary Cause and Small Claims)
	· Integration to SEAS financials

· On-line Small Claims

	Sigma 


	Office of Public Guardian
	Powers of Attorney, Intromit with Funds - Certification, Case Tracking, Fees, Documentation. 
	

	
	
	Interventions and Guardianships- 

Certification, Case Tracking, Fees, Documentation.
	

	Seachange
	Accountant of Court
	Judicial Factors – Case Tracking, Feeing.
	

	Jury System
	Sheriff & High Courts
	Selects potential jurors, issues revisal notices, call to court, record attendance, record fees payable.
	· Cheque production.

· Direct access to electoral roll information

	Court Support Suite
	Some sheriff courts
	Budget Spreadsheets
	

	
	
	Clubs and Gaming Application
	

	
	
	Conjoined Arrestment Orders 
	

	Britannia
	Finance Unit
	Records all fixed assets that are in the accounts.
	

	Help Desk Records
	IT Unit
	Database used to record calls for support. (COP CMS and PC Network)
	· Provide staff access to log and monitor calls

	Respond
	OPU
	Court Users Complaint Tracking system.
	

	Commissary Index.
	Edinburgh Sheriff Court
	Indexed database of  microfilm and digitally scanned images of wills and inventories.
	· Accessible to all staff over the intranet

	MIS
	OPU
	Collection of information, reporting and statistical systems and tools on court business
	

	Web Site
	Supreme Courts
	Opinions and Rolls of Court Data updated daily.

Court Announcements

Rules and Rule Changes

Contacts
	

	
	Sheriff Courts
	Judgments and Rolls of Court Data updated daily

Rules and Rule Changes

Contacts
	· On-line small claim  application

	
	Other
	Links

Documents

Information
	· Extensive format update early in 2005

	Intranet Site
	
	Copy of Web Site. 

Policies & procedures.

Training Material

Guidance and Information

Contacts List
	· Enhance the facility for units to update and maintain their own content.

	
	
	IPR- Staff Appraisal System
	

	
	
	TIBS - Staff Training Booking System
	

	E-mail
	All
	Internal and external system of e-mail services to SCS and non-SCS contacts.

Remote access to e-mail via web.
	

	Public Folders
	All
	Subset of E-mail system. Content of folders managed by individual folder owners.
	· To be phased out where appropriate for material capable of appearing on intranet.

	Remote Access
	All
	Remote login access to the Courts network and applications.
	· To be enhanced to allow access via the web.

	Video Conferencing Gateway
	All
	Allows interconnection of Videoconferencing units within the SCS Network and to external contacts.
	· 

	Vulnerable Witness CCTV equipment
	All
	Installation in key courts to allow vulnerable witnesses to give evidence by video link without entering court
	· Being rolled out to 26 courts.

· Possible extension to the provision of remote viewing rooms.



	Electronic Presentation of Evidence Systems in Court 
	All
	Installed in every Sheriff Court and High Court location in Scotland. Allows the display of digital documents, images and video in court.
	· 


2. Systems maintained by Scottish Executive

	System
	Users
	Functions
	Further developments

	SEAS
	Some Sheriff Courts 

Supreme Courts

HQ
	Financial Accounting System 
	· Interface to CMS system for Debtors

	SCOTS
	Some HQ staff
	Scottish Executive Intranet.
	· Enhanced access to some SE resources to wider range of staff.


2. Networks

	System
	Users
	Functions
	Further developments

	WAN installed under CJX/PNN Contract with Cable & Wireless
	All SCS Staff
	Links over 50 court and business locations throughout Scotland over a high speed IP/VPN Network 
	· Extension to include other court and office locations

· Extension to cover other functions such as video conferencing and voice over IP.

· Increase in bandwidth to support increased usage

	Link to Scottish Executive Systems
	Some HQ staff

SEAS Users
	Scottish Executive Link.
	· Enhanced access to some SE resources to wider range of staff.

	Link to internet and Web Site
	All SCS Staff
	Provide access to internet services and to the Scottish Courts Website.
	


3. Systems maintained by users

	System
	Users
	Functions
	Further developments

	Badger
	PSU
	Estate Management System -  Invoice Tracking, Project tracking, Plans etc. 
	

	Trend
	PSU
	Energy Management System
	· 

	QFM
	PSU
	Facilities Management fault logging and processing
	

	Drawing Web
	PSU
	Repository of plans and drawings
	

	Quickbooks
	Sheriff Courts

Supreme Courts
	Issues invoices and debt recovery.  
	To be reviewed.

	Resource Link
	PDU
	Payroll Personnel System. 
	Extension of functions and reporting to include end-user web access.

	Library system
	Supreme Courts
	Indexing and search facility
	


9 Consultation

This document has been made available to the following groups in its consultation stage;

· Management Board (SCS)

· IS User Group (SCS)

· Representatives of the Judiciary

· Representatives of the TUS

· Scottish Executive Justice Department

· ISCJIS Partners 

· Faculty of Advocates

· Law Society

· Society for Computers & Law

· Current development partners and suppliers

Further comments/information should be directed to:

David Morris

Information Systems Manager

Scottish Court Service

Hayweight House

23 Lauriston Street

Edinburgh

EH3 9DQ

e-mail : dmorris@scotcourts.gov.uk
tel:
0131 221 6850

Director of Finance and IT








Head of IT





IT Unit	





Electronic Service Delivery Unit








Court Applications Support 	





System Implementation





Web Development





Systems Support








� Scottish Court Service Corporate plan 2002-2005: � HYPERLINK "http://www.scotcourts.gov.uk/forms/CorporatePlan2002-2005.pdf" ��http://www.scotcourts.gov.uk/forms/CorporatePlan2002-2005.pdf� 


� � HYPERLINK "http://e-government.cabinetoffice.gov.uk/Homepage/fs/en" ��http://e-government.cabinetoffice.gov.uk/Homepage/fs/en� - e-government web page


� � HYPERLINK "http://tivoli/resources/courtroom_technology/index.asp" ��http://tivoli/resources/courtroom_technology/index.asp� - List of technology courts.





